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Automatisierter Prufprozess
J

T 4

Einfuhrung eines automatisierten Prufprozesses mit
dem SINEC Security Inspector zur Asset-Erfassung und
Schwachstellenanalyse in Industrieanlagen
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MUSTERFIRMA

_Personenvorstellung

Vorname: Lennard
Nachname: Valk

Alter: 22 Jahre

Firma: Musterfirma GmbH
Beruf: Auszubildender -

Fachinformatiker fiir
digitale Vernetzung
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MUSTERFIRMA

_Unternehmensvorstellung

Name: Musterfirma GmbH
Fachbereich: Experte
Mitarbeiterzahil: Circa 600 Mitarbeiter weltweit
Standorte: Musterhausen,

Entenhausen
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Gliederung

Zielsetzung Auswahl

AUSGANGSSITUATION PROJEKTPLANUNG UND ALTERNATIVEN UND
UND ZIELSETZUNG VORGEHENSMODELL AUSWAHL DES SSI

MUSTERFIRMA

Ergebnisse

ZIELPROZESS UND

TECHNISCHE ERGEBNISSE UND
UMSETZUNG NUTZEN FAZIT UND AUSBLICK

Projektplanung

Umsetzung Fazit
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Union
MUSTERFIRMA
Projektbegrundung
29.6.2023 Amtsblatt der Européischen Union L 165/1

I

(Gesetzgebungsakte)

VERORDNUNGEN

VERORDNUNG (EU) 2023/1230 DES EUROPAISCHEN PARLAMENTS UND DES RATES
vom 14. Juni 2023

iiber Maschinen und zur Aufhebung der Richtlinie 2006/42/EG des Europdischen Parlaments und
des Rates und der Richtlinie 73/361/EWG des Rates

(Text von Bedeutung fiir den EWR)

26.03.2026 © Musterfirma GmbH 7



=+ Oldenburgische
:— Industrie- und Handelskammer

MUSTERFIRMA

Projektziel: Standard-PrUfprozess

Asset-Erfassung
von Hard- und
Software

Schwachstellen-

analyse

Standardisierte
Ergebnisberichte
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Ausgangssituation im Unternehmen / IST-Zustand
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Projektplanung und Vorgehen (PDCA)
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Losungsalternativen und Entscheidung

db

MUSTERFIRMA

Kriterium

® !) Q = «Q N Q |z «Q
Sloml g 8| g g g 2
5 2 o 3 o o o |m % o
= =, = =) S = (3 =1
c m @ 0 @ = e @
5 Z — 3 —_ % — z —
«Q 7, o — b

A. Passgenauigkeit 20% |5 1 4 0,8 2 0,4 4 0,8

B. OT-Tauglichkeit 15% |4 0,6 5 0,75 3 0,45 4 0,6

C. Implementierungsaufwand (10% (4 0,4 2 0,2 2 0,2 1 0,1

Pilot

D. Berichtsfahigkeit 10% |5 0,5 4 0,4 3 0,3 3 0,3

E. Betrieb/Updates/Pflege 10% |4 0,4 3 0,3 3 0,3 2 0,2

F. Kosten flr ein Jahr (nach 15% |4 0,6 3 0,45 2 0,3 5 0,75

Implementierung)

G. Reproduzierbarkeit/ 10% |5 0,5 4 0,4 3 0,3 3 0,3

Vergleichbarkeit

H. Risiko/Abhangigkeit 10% |3 0,3 3 0,3 3 0,3 4 0,4

100% |34 4,3 28 3,6 21 2,55 26 3,45

26.03.2026
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Losungsalternativen und Entscheidung

db

MUSTERFIRMA

Kriterium

wn «Q = «Q N Q@
Sl m| & 8| g 5| gk g
S < = ) = _8 = g% =
= m @ 0 o = o |3 o
Q@ 3 = >
wv ® -
A. Passgenauigkeit 20% |5 1 4 0,8 2 0,4 4 0,8
B. OT-Tauglichkeit 15% |4 0,6 5 0,75 3 0,45 4 0,6
C. Implementierungsaufwand (10% (4 0,4 2 0,2 2 0,2 1 0,1
Pilot
D. Berichtsfahigkeit 10% |5 0,5 4 0,4 3 0,3 3 0,3
E. Betrieb/Updates/Pflege 10% |4 0,4 3 0,3 3 0,3 2 0,2
F. Kosten flr ein Jahr (nach 15% |4 0,6 3 0,45 2 0,3 < 0,75
Implementierung)
G. Reproduzierbarkeit/ 10% |5 0,5 4 0,4 3 0,3 3 0,3
Vergleichbarkeit
H. Risiko/Abhangigkeit 10% |3 0,3 3 0,3 3 0,3 4 0,4
100% |34 4,3 28 3,6 21 2,55 26 3,45

26.03.2026

© Musterfirma GmbH



=+ Oldenburgische
:— Industrie- und Handelskammer

Kosten

Kostenaufteilung

40h * 10€/h — Azubi 400,00€
5h * 90€/h — IT/OT-Integrator 450,00€
SINEC Security Inspector - Basic, 12 Monate, 5.882,40€ 9.244,80€
SINEC Security Inspector - Nessus Add on, 12 Monate, 3.362,40€

Geschatzte Sachmittelpauschale ~ 1000,00€

11.094,80€

26.03.2026 © Musterfirma GmbH
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Zielprozess des automatisierten Prifprozesses

Meilenstein der
Anlagenpriifung im
Projekt erreicht

Schwachstelle wird
bekannt

Planung und
Freigaben

Discovery &
Inventarisierung

Schwachstellen-

analyse Re-Scan

durchfuhren

SINEC Security Inspector

Ausweriung

Re-Check mit
Result Checker

Bewertung

Mafnahmen

Dokumentation &
Ablage

Freigabe ereilet

Projekt weiterflihren

[ —
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Zielprozess des automatisierten Prifprozesses

Meilenstein der ]
Anlagenprifung im Schwachstelle wird
Projekt erreicht bekannt
\ N
v
Planung und
Freigaben

Discovery &
Inventarisierung

Schwachstellen- Re-5
e-aCdn
analyse durchfuhren
I
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Zielprozess des automatisierten Prifprozesses

db

MUSTERFIRMA

SINE:C Security Inspectar

L

FTamumg
Freigaben

]

Discovery &
Inventarisierung

Schwachstellen-
analyse

Auswertung

Re-Scan
durchfuhren
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Zielprozess des automatisierten Prifprozesses

E
E.
E Re-Scan
e durchfuhren
oo
o
=
o
Auswertung
Re-Check mit
Beweriung - Result Checker X
X Malnahmen

N\
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Zielprozess des automatisierten Prifprozesses

Re-Check mit

Bewertung — Result Checker

—

X Malknahmen

\

Dokumentation &
Ablage

I
Freigabe erteilet

!

Projekt weiterfihren

N\
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Zielprozess des automatisierten Prifprozesses

Meilenstein der
Anlagenpriifung im
Projekt erreicht

Planung und
Freigaben

Schwachstelle wird
bekannt

-
3

Discovery &
Inventarisierung

Schwachstellen-
analyse

Bewertung

Re-Scan
durchfuhren

Re-Check mit
[ Result Checker X

Fy

»)
-+

Dokumentation &
Ablage

Freigabe erteilet

Projekt weiterflihren

D —

Maflnahmen
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Technische Architektur und SSI-Umgebung

!
Simatic IPC 1
Switch
. Simatic IPC 2
,-* 3
\ Update Server >
|";' {Internet) N Mgmt NIC Host PC VM Scan MIC Maschinennetz
\ J mit SSI
— - Simatic IPC 3
Switch
Simatic IPC n

26.03.2026 © Musterfirma GmbH 24



2

=+ Oldenburgische
= Industrie- und Handelskammer
+

Installation der VM und des SSI

Mew Virtual Machine Wizard

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
gystem. How will you install the guest operating system?

Install fram:
Installer disc:

Mo drives available

o Installer discimage file (iso):

D:\SINEC_WMdebian-12. 11.0-amdé4-netinst.iso i Browse...

A Could not detect which operating system is in this disc image.
You will need to specify which operating system will be installed.

()1 will install the operating system later.
The wirtual machine will be created with a blank hard disk.

Help < Back Cancel

EN Administrator: Windows PowerShell

admin-use
install.sh

Entwicklun

MUSTERFIRMA
@ Virtual Network Editor X
Name Type External Connection Host Connection DHCP Subnet Address
VMnet0 Custom - - - 192.168.72.0
VMnet1 Host-only - Connected Enabled 192.168.182.0
ScanUSBDongle Bridged Realtek USB 2.5GbE Family Co... - - -
VMnet8 NAT NAT Connected Enabled 192.168.220.0
WLANVMnet9 Bridged Intel(R) Wi-Fi 6E AX211 160MHz - - -

Add Network... Remove Network Rename Network...

VMnet Information
© Bridged (connect VMs directly to the external network)
Bridged to: Realtek USB 2.5GbE Family Controller ™
_) NAT (shared host's IP address with VMs)
(_) Host-only (connect VMs internally in a private network)

Connect a host virtual adapter to this network
Use local DHCP service to distribute IP address to VMs DHCP Sett
Restore Defaults

Import... Export... OK Cancel Apply Help

26.03.2026 © Musterfirma GmbH 25
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Konfiguration des SINEC Security Inspector - Dashboard

curity Insp
Dashboard Wizards  Security Tools TestCases Targets ResultCheckers Test Scenarios  Task Queue  Task History @ v @

News System status
[ News | Version: 1.20.1.3 (8c7bd23be2) 2025-11-27

Update: © The system is up-to-date.
Release of v1.20

Update Server: © update.siesta.siemens.cloud is reachable
m ® 2025-12-04 15:29:30

Remote Support: 4\ backconnect.siesta.siemens.cloud resolved to 3.126.76.235 but could
The SINEC Security Inspector version v1.20 is now released for distribution and download. It is not be reached in time
recommended to update SINEC Security Inspector to the latest version. F Active (permanently). Settings
SINEC Security Inspector v1.20 contains the following new features: License Expiry: r——

+ Expand
293 GB 8 % 15 B 6°
. HDD HDD Usage RAM RAM Usage
Welcome to SINEC Security Inspector
m ® 2023-02-17 10:44:51
Welcome to our news post section. Here, we aim to provide you with the latest and most relevant
information to keep you updated and informed. Our focus is on the following important topics: 3 0'50
Tasks in Queue System Load

* Security warnings

[ Toen Toolset Updates

Your Toolset is up to date.

Optimization

The system is well configured!

26.03.2026 © Musterfirma GmbH 26
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Konfiguration des SINEC Security Inspector - Dashboard

SIEMENS SINEC Security Inspector 804

Security Tools  TestCases Targets  Result Checkers Test Scenarios  Task Queue  Task History

Dashboard  Wizards

News System status
[ News | Version: 1.20.1.3 (8c7bd23be2) 2025-11-27
Update: © The system is up-to-date.
Release of v1.20
Update Server: © update.siesta.siemens.cloud is reachable
m ® 2025-12-04 15:29:30
Remote Support: 4\ backconnect.siesta.siemens.cloud resolved to 3.126.76.235 but could
The SINEC Security Inspector version v1.20 is now released for distribution and download. It is not be reached in time
recommended to update SINEC Security Inspector to the latest version. F Active (permanently). Settings
SINEC Security Inspector v1.20 contains the following new features: License Expiry:
+ Expand
' 293 GB 8 % 15 GB 6°
HDD HDD Usage RAM RAM Usage

Welcome to SINEC Security Inspector
m ® 2023-02-17 10:44:51

Welcome to our news post section. Here, we aim to provide you with the latest and most relevant 3 0.50

information to keep you updated and informed. Our focus is on the following important topics:
Tasks in Queue System Load
* Security warnings

[ Toen Toolset Updates

Your Toolset is up to date.

Optimization

The system is well configured!

26.03.2026 © Musterfirma GmbH 27
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SIEMENS SINEC Security Inspector 804

Wizards  Security Tools Targets  Result Checkers

Dashboard
“* Name
23 Asset and Vulnerability Discovery (OT Scanner)
60 Asset Discovery (Hosts, Ping Scan)
73 Asset Scan (SNMP oid fetch)
18 Compliance Scan (SNMP)
143 CUSTOM Discovery Scan (OS Enumerations)
15 Discovery Scan (all TCP/UDP ports, features, and NSE

scripts)

Version

5.24.0

4.5.0

5.9.0

3.0.0

Test Scenarios

=

Task Queue  Task History

e X Install Test Case

< Tags

i
s!@

[ Miagera Fox | Omron | PcWorx

| PrOFINET ] Powertiok ] Proconos |

roe ] 57 ] scauances

I € ED ED
[ sst | web-10 ] ciscovery ] osts

inspector | discovery ] hosts |

© New Test Case ’ L Import Test Case(s)

- Last Edit

2025-09-01 1

2025-09-01

2025-09-01

2025-09-01

2025-09-01

2025-09-01

16:18:27

16:16:51

16:17:49

15:42:54

16:18:08

Actions

& Edit

K Edit

n
«

& Edit

n
«

& Edit

n
‘

& Edit

n
«

& Edit

]
«

26.03.2026

MUSTERFIRMA

Search..
Filter by Tag
B
BACnet  BASIC_HW_v1.3
BASIC_SW_v1.3
C

EPL  EtherNeUIP  example

FINS  firewall

HARTIP  hosts HTTP

114Y  Implementation

L
linux
M
malware  Modbus  mounts

© Musterfirma GmbH

28



=+ Oldenburgische
Industrie- und Handelskammer

MUSTERFIRMA
Konfi tion des SINEC S ity | t Test C
SIEMENS SINEC Security Inspector 804
Dashboard  Wizards  Security Tools TestCases Targets ResultCheckers Test Scenarios Task Queue  Task History @ v @
1
Test Cases Y i | oo | a
S ID  * Name Version ~ Tags - Last Edit Actions Filter by Tag
f = )
[ oce ] evt ) [ Fins |
| HART 1P ] inspector = B
Edit BACnet  BASIC_HW_v1.3
23 Asset and Vulnerability Discovery (OT Scanner) 5.24.0 _ o mm 3 2025-09-01 11:23:35 =
[ PrOFINET | Powerlink ) =- BASIC_SW_v1.3
e 0 e .
- - cleanup  CodeSys CodeSys V2
\ [ ssH | wev-io ] discovery ] hosts y
cronjobs
K Edit D
60 Asset Discovery (Hosts, Ping Scan) 220 e [ dscovery | hosts | 2025-09-01 16:18:27 — ) (R
E
EPL  EtherNetIP  example
& Edit
73 Asset Scan (SNMP oid fetch) 1.5.0 <3 [ inspector | sump ] scan | 2025-09-01 16:16:51 — F
= FINS  firewall
G
Inspecior compllance A Edit
18 Compliance Scan (SNMP) 4.5.0 (] m- CHED 2025-09-01 16:17:49 SKCUPS
= H
HARTIP  hosts HTTP
[ sasic.sw.1.3 ] inspector | ;
T | o
143 CUSTOM Discovery Scan (OS Enumerations) 5.9.0 m m 2025-09-01 15:42:54 —
[ services ] shares | sorware L
[ users ] windows Hinux
M
15 i)cljlc;:)ery Scan (all TCPIUDP ports, features, and NSE 3.00 3 [ inspector | nse | oo | uoe | P07505 01 161508 K Edit e (L G

26.03.2026 © Musterfirma GmbH 29
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Konfiguration des SINEC Security Inspector - Targets

SIEMENS SINEC Security Inspector 804

Dashboard  Wizards  Security Tools  Test Cases Result Checkers  TestScenarios  Task Queue  Task History @ w @

Ta rgets 9 X Import Target(s) Search... Q

Availability 1D Name Tags Host Network Profile « Last Edit Actions Filter by Tag
19 1-12 15:11:13 FEdit | =~
T
14 2025-11-12 15:10:58 # Edit = template
unreachable 15 2025-11-12 14:07:34 & Edit ="

[ eacravie  [JRR 2025-10-13 15:15:59 FEdit

vnreachable 17 2025-10-13 11:57:33 FEdit

1]
‘

16 2025-10-13 11:56:36 Fedit | =~

unreachable 13

11:21:44 # Edit

unreachable 12 2025-09-05 08:02:21 # Edit

26.03.2026 © Musterfirma GmbH 30
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Konfiguration des SINEC Security Inspector - Targets

urity Inspector

Dashboard  Wizards  Security Tools TestCases Targets ResultCheckers TestScenarios Task Queue  Task History @ v @
Ta rgets 9 onTarget X Import Target(s) Search... Q
Availability D Name Tags Host Network Profile « Last Edit Actions Filter by Tag
19 2025-11-12 15:11:13 FEdit | =~
T
14 2025-11-12 15:10:58 FEdit | = template
unreachable 15 2025-11-12 14:07:34 Fedit | =~

[ eacravie  [JRR 2025-10-13 15:15:59 FEdit

1]
‘

vnreachable 17 2025-10-13 11:57:33 FEdit

16 2025-10-13 11:56:36 Fedit | =~

unreachable 13 2025-09-15 11:21:44 Fedit | =~
unreachable 12 2025-09-05 08:02:21 # Edit =~

26.03.2026 © Musterfirma GmbH 31
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SIEMENS SINEC Security Inspector 804
@v 0

Dashboard Wizards Security Tools TestCases Targets Result Checkers Task Queue  Task History
e © New Test Scenario . L Import Test Scenario Search.. Q

Test Scenarios

D Name Version Tags Targets Test Case : Used Tool w Last Edit Actions Filter by Tag
Asset and Vulnerability Discovery (OT Scanner): SIESTA
OT Scanner (sos_3.0.0-2024020115)
olution Port Sca ap, all TCP ports, common UDP
ports): Nmap (nmap_7.94-2024020810)
Discovery Scan (OS Enumerations): Generic
19 ProjektScan 1.0.0 (generic_0.5.0-2024020611) 2025-11-1209:10:56 m & Edit =~
Vulnerability Scan (Nessus): Nessus (nessus_10.10.1-
2025111007)
Test Case Utils T Cleanup: Generic (generic_0.5.0-
2024020611)

26.03.2026 © Musterfirma GmbH 32
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Konfiguration des SINEC Security Inspector - Test Scenario

SIEMENS SINEC Security Inspector 804

Dashboard Wizards  Security Tools TestCases Targets ResultCheckers TestScenarios Task Queue  Task History

Test Scenarios © IEIEEEEN | :eoiresiscenaio | searn. Q

D Name Version Tags Targets Test Case : Used Tool w» Last Edit Actions Fiiter by Tag

(OT Scanner): SIESTA N
OT Scanner (sos_3.0.0-2024020115)

Solution Port Scan (Nmap, all TCP ports, common UDP
ports): Nmap (nmap_7.94-2024020810)

Discovery Scan (OS Enumerations): Generic
19 ProjektScan 1.0.0 2025-11-12 09:10:56 m Fedt | =+

(generic_0.5.0-2024020611)

Asset and Vulnerability Disc

Vulnerability Scan (Nessus): Nessus (nessus_10.10.1-
2025111007)
Test Case Utils T

Cleanup: Generic (generic_0.5.0-

k 2024020611) )

26.03.2026 © Musterfirma GmbH 33
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Konfiguration des SINEC Security Inspector - Test Scenario

SIEMENS SINEC Security Inspector 804

Dashboard Wizards  Security Tools TestCases Targets ResultCheckers TestScenarios Task Queue  Task History

e © New Test Scenario . L Import Test Scenario \ Search..

Test Scenarios

D Name Version Tags Targets Test Case : Used Tool w Last Edit Actions Filter by Tag
Asset and Vulnerability Discovery (OT Scanner): SIESTA
OT Scanner (sos_3.0.0-2024020115)
olution Port Sca ap, all TCP ports, common UDP
ports): Nmap (nmap_7.94-2024020810)
Discovery Scan (OS Enumerations): Generic
19 ProjektScan 1.0.0 (generic_0.5.0-2024020611) 2025-11-1209:10:56 m & Edit =~
Vulnerability Scan (Nessus): Nessus (nessus_10.10.1-
2025111007)
Test Case Utils T Cleanup: Generic (generic_0.5.0-
2024020611)

26.03.2026  © Musterfirma GmbH
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Konfiguration des SINEC Security Inspector - Test Scenario

SIEMENS SINEC Security Inspector 804

Dashboard Wizards  Security Tools TestCases Targets ResultCheckers TestScenarios Task Queue  Task History

e © New Test Scenario . L Import Test Scenario \ Search.. Q

Test Scenarios

D Name Version Tags Targets Test Case : Used Tool w Last Edit Actions Filter by Tag
r

Asset and Vulnerability Discovery (OT Scanner): SIESTA

OT Scanner (sos_3.0.0-2024020115)
olution Port Sca ap, all TCP ports, common UDP

ports): Nmap (nmap_7.94-2024020810)

Discovery Scan (OS Enumerations): Generic

19 ProjektScan 1.0.0 (generic_0.5.0-2024020611) 2025-11-12 09:10:56 m & Edit =~

Vulnerability Scan (Nessus): Nessus (nessus_10.10.1-

2025111007)

Test Case Utils T Cleanup: Generic (generic_0.5.0-

2024020611) y

26.03.2026 © Musterfirma GmbH 35
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SIEMENS SINEC Security Inspector 804

Dashboard

Wizards  Security Tools

Test Scenarios

[ 19

ID

Name

ProjektScan

Test Cases  Targets

Version

1.0.0

Result Checkers Test Scenarios Task Queue

Tags Targets

Task History

e © New Test Scenario . L Import Test Scenario \ Search..

Actions Fiiter by Tag

Test Case : Used Tool w Last Edit

1d Vulnerability Disc

y

Asset y (OT Scanner): SIESTA
OT Scanner (sos_3.0.0-2024020115)

ap, all TCP ports, common UDP

olution Port Sca
ports): Nmap (nmap_7.94-2024020810)

Discovery Scan (OS Enumerations): Generic
(generic_0.5.0-2024020611)

Vulnerability Scan (Nessus): Nessus (nessus_10.10.1-
2025111007)

N
o
n

Cleanup: Generic (generic_0.5.0-

Test Case Utils T

2024020611)

11-12 09:10:56

E £ =i

26.03.2026

© Musterfirma GmbH

MUSTERFIRMA

36



Oldenburgische
Industrie- und Handelskammer

MUSTERFIRMA

ERGEBNISSE UND
NUTZEN

26.03.2026  © Musterfirma GmbH




38

=+ Oldenburgische
:— Industrie- und Handelskammer

MUSTERFIRMA

Ergebnis Projekt-Scan der Pilotanlage

SIEMENS SINEC Security Inspector 804

Dashboard Wizards Security Tools TestCases Targets Result Checkers TestScenarios Task Queue  Task History v @

Task: Test Scenario: ProjektScan

© Result Check: non-compliant Task Details

State: succeeded
All Findings Vulnerabilities
Conputsnn. | L ] oome | 18 ) Tags: none
Poceses [ " =] e §
§ .
} sovens [ 1110 ] 2. meten (0] Owner:
2 e B
® 3 v [38
e (B3] a
o 8 Started: 2025-11-12 15:55:01
il 0 mon-compiaat
e B Finished: 2025-11-12 17:34:51
i PN o . |
: noue [TRZT] .
Duration: about 2 hours
oo 5]
waresie [T ] Test Scenario: ProjektScan @
complant ) non<ompiant
e i i ey e =
WARNING: 0S Security Patch Assessment Failed L T T
WARNING: Nessus credentialed scan was not performed, but specified & Export & Results & Re-Check Resuits
WARNING: 0S Security Patch Assessment Failed
. . . 7 Y D Live Stream
WARNING: Microsoft Windows SMB Registry : Nessus Cannot Access the Windows Registry
Further lines omitted...
3572 checks failed '
Verdict: non-compliant -
< »
Download Exports v Download Images or Graphs v Download Logs v Download Reports v
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- - B i &
WARNING: 05 Security Patch Assessment Failed 1 10 .
WARNING: n Nessus credentialed scan was not performed, but specified & Export & Results | &4 Re-Check Results
WARNING: 05 Security Patch Assessment Failed R
WARNING: Microsoft Windows SMB Registry : Nessus Cannot Access the Windows Registry M Live Stream
Further lines omitted...
3572 checks failed I
Verdict: non-compliant -
4 >
Download Exports - Download Images or Graphs - Download Logs o Download Reports -
Results
Run  Target Test Case / Result Checker Version Started Duration | Progress State
Run 1 Asset and Vulnerability Discovery (OT Scanner) 5240 2025-11-12 3 minutes
- 15:55:02
Run 2 Solution Port Scan (Nmap, all TCP ports, common UDP ~ 0.10.0  2025-11-12 6 minutes
- ports) 15:58:22
Run 3 Discovery Scan (OS Enumerations) 511.0  2025-11-12 20 100 ]
L 16:04:07 minutes
Run 4 Vulnerability Scan (Nessus) 1.86.0  2025-11-12 39
- 16:23:43 minutes
Run 5 Test Case Utils Target Cleanup 26.0  2025-11-12 8 minutes
- 17:02:15
Run 6 Security Inspector Check 5.7.2 2025-11-12 24
17:10:29 minutes
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- - B i &
WARNING: 05 Security Patch Assessment Failed 1 10 .
WARNING : = Nessus credentialed scan was not performed, but specified & Export & Results | « Re-Check Results
WARNING: 05 Security Patch Assessment Failed R
WARNING: Microsoft Windows SMB Registry : Nessus Cannot Access the Windows Registry M Live Stream
Further lines omitted...
3572 checks failed I
Verdict: non-compliant -
4 >
Download Exports - Download Images or Graphs - Download Logs o Download Reports -
Results
Run  Target Test Case / Result Checker Version Started Duration  Progress State
Run 1 Asset and Vulnerability Discovery (OT Scanner) 5240 2025-11-12 3 minutes
m 15:55:02
Run 2 Solution Port Scan (Nmap, all TCP ports, common UDP ~ 0.10.0  2025-11-12 6 minutes
- ports) 15:58:22
Run 3 Discovery Scan (OS Enumerations) 5110  2025-11-12 20
L 16:04:07 minutes
Run 4 Vulnerability Scan (Nessus) 1.86.0  2025-11-12 39
- 16:23:43 minutes
Run 5 Test Case Utils Target Cleanup 26.0  2025-11-12 8 minutes
- 17:02:15
Run 6 Security Inspector Check 5.7.2 2025-11-12 24

17:10:29 minutes
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Inspector Check
Summary

Evaluation Time:

Test Scenario:
Version:
Result Checker:
Task:

-
Result Evaluation V5.7.2

2025-11-1217:11:11

Test Scenario: ProjektScan, Identifier: Famme_Re_ o B Saars Mooy St S ammel s
1.19.7.1 2025-03-11 (production heads/v1.19-stable-0-gd325¢a6225)
'Se(urirv Inspector Check (gem version 5.7.2), Identifier: inspector

162

E_rc (Errors/Warnings)
E_hosts (Failed):

https://192.168.220.130:443/tasks/162.htm|

Overall Verdict: non-compliant
] i

non-compliant 884 884 692 692 1170 1170 49 49 63 63 7 v 37 37 278 278 142 142
PR L compliant
JuMIne - non-compliant 330 330 187 187 307 307 12 12 16 16 1 1 10 10 66 66 41 41
BB Beh e W non-compliant 226 226 243 243 323 323 13 13 27 27 1 1 9 9 101 101 33 33
PR el e b e non-compliant 82 82 134 134 272 212 12 12 10 10 1 1 9 9 47 47 35 35
s B b i BV non-compliant 1 1 8 8
LA R e BT RAE non-compliant 83 83 128 128 268 268 12 12 10 10 1 1 9 9 40 40 33 33

TR = " il [ S ] non-compliant 163 163 1 1

< > summary Graphics | [SE) Erc ([EHOSE) Enosts [SIBORE) Epons ([SHURGEBiGES) E vunnerabiles ([[SIEOMPIGREE) E complianc ~ -+
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Schwachstellen-
analyse

SINEC Security |ng

Auswertung

Re-Check
Bewertung Result g;e:
X e ]
Dokumentation &
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I
Freigabe erteilet
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Inspector Check

Evaluation of Vulnerability Scan
This is 3 generated sheet. Do not edit it!

-ResuIt Evaluation V5.7.2

MUSTERFIRMA

Target i

i

s S ]
=
f L] L ]
!

nip gy ok
L S
= L
f - -
!

Food ok
LR ST
= S
f - -
< > I

Host Name - |Target Nam ~ |Port ~ [col ~ |Servic = |Verdit -

i ey —_— " - 445 tep  cifs FAILED
e — = om 445 tep  cifs FAILED
el T 445 tep  cifs FAILED
e T w Pl B 0 icmp general FAILED
o=, = mm = 0 icmp general FAILED
- w W L o Otcp general FAILED
" el o T il Otcp general FAILED
- . e == Otcp general FAILED
- p = Otcp general FAILED
- w= LW L = om Otcp general FAILED
" i & 7 e 445 tep  cifs FAILED
- e = 445 tcp  cifs FAILED
- = 445 tep  cifs FAILED

Detected

. specified | Severity
Tool  ~|CheckID - [Check - |eve \~|Rule  ~| Level -[cvssBaseScore
Nessus 65057  Insecure Windows Service Permissions no 3- high 8.4
Nessus 57608  SMB Signing not required no 2-medium 5.3
Nessus 57608  SMB Signing not required no 2-medium 5.3
Messus 10114  ICMP Timestamp Request Remote Date Disclosure CVE-1995-0524 no 1-low 2.1
Messus 10114  ICMP Timestamp Request Remote Date Disclosure CVE-1995-0524 no 1-low 2.1
Nessus 19506  Nessus Scan Information no 0-info
Nessus 21745 OS5 Security Patch Assessment Failed no 0-info
Nessus 92365 Microsoft Windows Hosts File no 0-info
Messus 109142 Do not scan operational technology devices no 0-info
Nessus 121006 Detect PROFINET targets listening on the Network Layer. no 0-info
Nessus 10150  Windows NetBIOS / SMB Remote Host Information Disclosure no 0-info
Nessus 10394  Microsoft Windows SMB Log In Possible no 0-info
Nessus 10456  Microsoft Windows SMB Service Enumeration no 0-info

Summary Summary Graphics - E_rc - E_hosts - E_ports ﬁ E_vulnerabilities

26.03.2026

_ E_complianc * +

© Musterfirma GmbH

43



44

Oldenburgische
Industrie- und Handelskammer

Scan-Ergebnisse und Abnahmekriterien

i

EERATE

- g i o
o ol o T il
-l La - -
- »
- g i o
" il o T il
- . e -
- »

0 tcp
0 tcp
0 tcp
0 tcp
0 tcp
445 tcp
445 tcp
445 tcp

general
general
general
general
general
cifs
cifs
cifs

FAILED
FAILED
FAILED
FAILED
FAILED
FAILED
FAILED
FAILED

Nessus
Nessus
Nessus
Nessus
Nessus
Nessus
Nessus
Nessus

19506
21745
92365
105142
121006
10150
10354
10456

Nessus Scan Information

0S5 Security Patch Assessment Failed

Microsoft Windows Hosts File

Do not scan operational technology devices

Detect PROFINET targets listening on the Network Layer.
Windows NetBIOS / SMB Remote Host Information Disclosure
Microsoft Windows SMB Log In Possible

Microsoft Windows SMB Service Enumeration

Summary Summary Graphics - E_rc - E_hosts - E_ports ﬁ E_vulnerabilities
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no
no
no
no
no
no
no

0-info
0-info
0-info
0-info
0-info
0-info
0-info
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Result Evaluation V5.7.2
Inspector Check
Evaluation of Vulnerability Scan
This is 3 generated sheet. Do not edit it!
Detected
Proto Specified | Severity
Target -T|Host Name  * |Target Nam ~ |Port ~ [col ~ |Service ~ [Verdic ~ [Tool  * |[CheckID * |Check ~ |CVE * |Rule - Level ~ |CVSS Base Score  ~
] = 445 tep  cifs FAILED Nessus 65057  Insecure Windows Service Permissions no 3- high 8.4
L r —— e 445 tep  cifs FAILED Nessus 57608 SMB Signing not required no 2-medium 5.3
LS ] [ 5 | R o - 445 tep  cifs FAILED Nessus 57608 SMB Signing not required no 2-medium 5.3
o ] - - 0icmp general FAILED Nessus 10114  ICMP Timestamp Request Remote Date Disclosure CVE-1993-0524 no 1-low 21
i = = L 0icmp general FAILED Nessus 10114 ICMP Timestamp Request Remote Date Disclosure CVE-1999-0524 no 1-low 2.1

< > e Summary  Symmary Graphics | Sure Erc | Shosts Ehosts | Sports Eports | Svulnerabilities E_vulnerabilities = S_compliance  E_complianc = + i
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Result Evaluation V5.7.2
Inspector Check
Evaluation of Vulnerability Scan
This is 3 generated sheet. Do not edit it!
Detected
: : __|proto : _ : _ [Spedified | - severity
Target -T|Host Name | ~ |Target Nam ~ |Port ~ |col ~ |Service ~ [Verdit ~ [Tool | - |Check ID ~ |Check |~ |CVE | " |Rule - Level * |CVSSBaseScore |~
] = = gy —_— = 445 tep  cifs FAILED Nessus 65057  Insecure Windows Service Permissions no 3- high 8.4
LSS BB R o e ) =T 445 tep  cifs FAILED Nessus 57608  SMB Signing not required no 2-medium 5.3
s S ] L L 445 tep  cifs FAILED Nessus 57608  SMB Signing not required no 2-medium 5.3
o ] e T w Pl B 0icmp general FAILED Nessus 10114  ICMP Timestamp Request Remote Date Disclosure CVE-1993-0524 no 1-low 21
= = . mwmw = mm 0icmp general FAILED Nessus 10114  ICMP Timestamp Request Remote Date Disclosure CVE-1999-0524 no 1-low 2.1

<> e

Summary

Summary Graphics - E rc - E_hosts

r
Result Evaluation V5.7.2

Inspector Check

Vulnerability Checks Specification
The system is checked for known vulnerabilities.

Performed test

Description of input values

Examples

i * is mandatory)

i tions
Target - [port - [Protocol ~ [path - |service - [type* - [Tool - |value* ~ |walid until ~ |Description _ ~ [comment
dAIEFLIF " - - " whitelist_check Sean NIC
allowed_severity_level Messus info Infos
whitelist_check "s5057 Nicht Relevant far uns
whitelist_check 57508 Nicht Relevant fur uns
whitelist_check 57608 Nicht Relevant fiir uns
whitelist_check 0114 Nicht Relevant fiir uns
whitelist_check 0114 Nicht Relevant fiir uns

26.03.2026

© Musterfirma GmbH

46



=+ Oldenburgische
:— Industrie- und Handelskammer

Scan-Ergebnisse und Abnahmekriterien

S
£
@
=1
wy
c
=
=
o
@
o
2
L
=
o

Schwachstellen-
analyse
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Beweriung
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Re-Scan
durchfuhren

X

[

Dokumentation &
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Freigabe erteilet
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1
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Schwachstellen-
analyse
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Beweriung

Re-Scan
durchfuhren

Re-Check mit
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Freigabe erteilet
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SIEMENS SINEC

Dashboard  Wizards  Security Tools TestCases Targets ResultCheckers Test Scenarios  Task Queue  Task History

Task: Test Scenario: ProjektScan

@v 0
© Result Check: non-compliant Task Details

State: succeeded
All Findings Vulnerabilities
) 1 oo [ i) ] Tags: none
) ) @
" 1. ) Owner: .
3]
o B Started: 2025-11-12 15:55:01
] noreoomplant.
Finished: 2025-11-12 17:34:51
Duration: about 2 hours
i[OI Test Scenario: ProjektScan @
omptant 0 oot
-
S ity I i< Check
e(un:‘ y Inspector Chec ) & Export & Results
Version 5.7.2
. L A Live Stream
Results analyzed: 2x Log messages, 1x Nessus, 1x Nmap, 4x 05 Enumeration Reports, 1x OT Vulnerabilities
Systems found: 8
Specifications used: MNone v
4 L
Download Exports - Download Images or Graphs - Download Logs v Download Reports -

26.03.2026 © Musterfirma GmbH 49



Oldenburgische
Industrie- und Handelskammer

MUSTERFIRMA

Scan-Ergebnisse und Abnahmekriterien

SIEMENS SINEC Security Inspector 804

Dashboard  Wizards  Security Tools TestCases Targets ResultCheckers Test Scenarios Task Queue  Task History

Task: Test Scenario: ProjektScan (Re-Check)

@v 0O
@ Result Check: compliant Task Details

State: succeeded

All Findings Vulnerabilities
) w [ 53 Tags: none
" @ |
H - &
i L - [ Owner:
o Started: 2025-11-13 16:20:17
O comprart
_.‘" - Finished: 2025-11-13 16:47:03
o e [THET) =
Duration: 27 minutes
L)
N, Ee Test Scenario: Re-Check of ProjektScan @
omeAan B over
Security Inspector Check & Export & Results Z Re-Check Results © Remove
Version 5.7.2
N Live Stream
Results analyzed: 2x Log messages, 1x Nessus, 1x Nmap, 4x OS Enumeration Reports, 1x OT Vulnerabilities

Systems found: 8
Specifications used: 37x Excel (kopie_von_report.xlsx)

Verdict: compliant

Download Exports Y. Download Images or Graphs - Download Logs >, Download Reports .
Download Specifications 4
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Result Evaluation V5.7.2

Inspector Check
Summary
Evaluation Time: 2025-11-13 16:21:07
Test Scenario: Test Scenario: ProjektScan (Re-Check), Identifier: w™in % I WMl i il = Bl el
Version: 1.19.7.1 2025-03-11 (production heads/v1.19-stable-0-gd325ca6225)
Result Checker: Security Inspector Check (gem version 5.7.2), Identifier: inspector
Task: 174 https://192.168.220.130:443/tasks/174.htm|
E_rc (Errors/Warnings) 18
£_hosts (Failed): 0
Overall Verdict: compliant
] ] Enumerations Host Network
Target Name 'Host Host Names Verdict
= e - compliant
- i - e compliant
P e F R | compliant 330 0 187 0 307 0 12 0 16 0 1 0 10 0 66 0 41 0
R - —— compliant 226 o 243 0 323 0 13 0 27 0 1 0 9 0 101 0 33 0
Nl " i ol = compliant 82 o 134 o biz} 0 12 ( 10 0 1 0 9 0 47 0 35 0
= — i - = L R L] compliant 1 0 8 0
= : o o —— compliant 83 0 128 o 268 0 12 o 10 0 1 0 9 o 40 o 33 0
P P G _—_—ra compliant 163 0 1 0
v
Result Evaluation V5.7.2
|Inspector Check
Evaluation of Vulnerability Scan
This is a generated sheet. Do not edit it!
| Detected
J Target v , : | severity ]
\'!’grxet T|HostName - [Name - i Check ID ~ |Check '~ |cvE  ~ |SpecifiedRu |  Level ~ [CVSSBase Score  ~
e = SR il et WO BB 445 tcp  cifs PASSED Nessus 65057  Insecure Windows Service Per <whitelisted> 3 - high 8.4
ho b BST. wiln o s 0 00 W im0 445 tep  cifs PASSED Nessus 57608 SMB Signing not required <whitelisted> 2- medium 5.3
s om e e —— - B o 445 tcp  cifs PASSED Nessus 57608 SMB Signing not required <whitelisted> 2-medium 5.3
: - | wm = - 0 icmp general PASSED Nessus 10114  ICMP Timestamp Request Remote Date Disclosure CVE-1999-0524 <whitelisted> 1- low 2.1
] - = p— - -— 0 icmp general PASSED Nessus 10114  ICMP Timestamp Request Remote Date Disclosure CVE-1999-0524 <whitelisted> 1-low 21
il = u - Otcp general PASSED Nessus 19506  Nessus Scan Information 0-info 0-info
i, v e N o —, 1 ¥ 0tcp general PASSED Nessus 21745  OS Security Patch Assessment Failed 0-info 0-info
p v - L& g SN = 0 tcp general PASSED Nessus 92365 Microsoft Windows Hosts File 0-info 0-info
(L8 _F T ] . [Ny S 0tcp general PASSED Nessus 109142 Do not scan operational technology devices 0-info 0-info
p LS IT Y] [ St [ 0tcp general PASSED Nessus 121006 Detect PROFINET targets listening on the Network Layer. 0-info 0-info
s P ! 445 tep  cifs PASSED Nessus 10150  Windows NetBIOS / SMB Remote Host Information Disclosure 0-info 0-info
Lk EE - e | 445 tep  cifs PASSED Nessus 10394  Microsoft Windows SMB Log In Possible 0-info 0-info
he " RO -t s e 445 tep  cifs PASSED Nessus 10456  Microsoft Windows SMB Service Enumeration 0-info 0-info
b Bl » wled P 445 tep  cifs PASSED Nessus 10785  Microsoft Windows SMB Nativel g System Inf Disclosure 0-info 0-info
il Tl moemm . B Ml 445 tep  cifs PASSED Nessus 10859  Microsoft Windows SMB LsaQueryinformationPolicy Function SID Enumeration 0-info 0-info
:' - = - - - 445 tcp  cifs PASSED Nessus 11011 Microsoft Windows SMB Service Detection 0-info 0-info
By i 5 - 445 tep  cifs PASSED Nessus 141118 Target Credential Status by Authentication Protocol - Valid Credentials Provided 0-info 0-info
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Quellen

+ https://siemens.com/

+ https://leur-lex.europa.eu/legal-content/DE/TXT/PDF/?uri=CELEX:32023R1230

+ BA_SINEC-Security-Inspector_76.pdf

2023 _11_03_BA octoplant_DE.pdf

* 20240702%20-%20Vuln%20%20Patch%20Management%20Proposal%20-%20V1.0.pdf

* Angebot%20Security%20Iinspector%202025.pdf
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Abbildungsquellen

* https://www.publicdomainpictures.net/de/view-image.php?image=269821&picture=mann-der-auf-gdpr-zeichen-zeigt
* https://eur-lex.europa.eu/legal-content/DE/TXT/PDF/?uri=CELEX:32023R1230

* https://live.staticflickr.com/65535/51419463336_f7cb738017_k.jpg

* https://lwww.ourpeople.com/mediaLibrary/images/english/1269.jpg

* https://vectorportal.com/de/vector/mann-zeigt-auf-eine-uhr/33887

* https://pixabay.com

* https://www.siemens.com/de/de/produkte/automatisierung/industrielle-kommunikation/sinec-netzwerk-software/cybersecurity.html
* https://vectorportal.com/vector/businessman-standing-on-books-stack/35681

* https://pixabay.com/de/photos/wolken-himmel-blau-4750959/

* https:/Ivectorportal.com/vector/alarm-clock/37019

* https:/Ivectorportal.com/vector/business-growth/37174

* https:/Ivectorportal.com/vector/cyber-security/37023

* https://vectorportal.com/vector/person-multitasking/36755

* https:/Ivectorportal.com/vector/reading-messages/37010

* https://vectorportal.com/vector/project-manager/36972

* https://vectorportal.com/vector/worker-burnout/36908

+ https:/Ivectorportal.com/vector/account-manager/36695

+ https:/Ivectorportal.com/vector/architect/36707

* https://vectorportal.com/vector/decision-making/36749

* https://vectorportal.com/vector/thinking-concept/36855

* https:/Ivectorportal.com/vector/project-manager/37146
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